HHOOPMAIIMOHHAS MTAMSTKA JIJISA OBYUAIOHIUXCS

C KaxablM rogoM MOJIOAEXWN B MHTEpPHEeTe CTaHOBUTbCS 6onblue, a WKOAbHUKWM O4HU U3
CaMblX aKTMBHbIX Mosib3oBaTenen PyHeTa. Mexay TeMm, MOMMMO OFPOMHOr0 KOJIMYEeCTBa
BO3MOXHOCTEN, MHTEPHET HeceT n npobsieMbl. DTa NamMaTKa AOJ/HKHA nomMoyb Tebe 6e3onacHo
HaxoauTbCs B CETWU.

KomnboTepHbie BUPYChI

KoMnbloTEpPHbI BUPYC - 3TO pa3HOBUAHOCTb KOMMbIOTEPHbIX MPOrpamMM, OT/INUYUTENbHOWN
0COBEHHOCTbIO KOTOPOW SABMSIETCA CNOCOB6HOCTb K pa3MHOXEHWK. B gonosiHeHMe K 3TOMYy,
BMPYCbl MOryT NOBpeauUTb WAM  MOSHOCTbO  YHUYTOXUTb BCe alnbl W AaHHble,
NOAKOHTPOJIbHLIE TMOSb30BaTEN0, OT WMMEHM KOTOporo Oblna 3anyweHa 3apaXXeHHas
nporpamMMa, a TakXe MNOBPeAuTb WM AaXe YHUUTOXUTb OMepauMOHHYI CUCTEMY CO BCEMMU
dannamu B uesioM. B 60nbLLIMHCTBE CNyYaeB pacnpoOCTPaHSTCS BUPYCbl Yepe3 MHTEPHET.

MeToAbl 3alUTbl OT BPELOHOCHbIX NporpamMmM:

1. Wcnonb3yi COBpEMEHHbIE OMepaLUOHHblIE CUCTEMbI, UMEKLINE CEPbE3HbIN YPOBEHb
3allMTbl OT BPEAOHOCHbIX NMpOrpamMm;

2. lMocTtosiHHO ycTaHaBnuBan nayvtn (uMdpoBble 3anaaTKyM, KOTOPble aBTOMaTU4eCKMW
yCTaHaBAMBalTCA C uenblo agopaboTku nporpaMmMbl) M apyrne o0OBHOBMEHUST CBOEW
onepaunmoHHomn cnctembl. CkadmBan nxX TONbKO C opuumanbHoro camta paspabotumka OC. Ecnn
CyLLEeCTBYET peXXmnm aBToMaTUYeCKoro o6HOBMEHNS, BKKOYN ero;

3. PaboTali Ha CBOeM KOMMbOTEPE MOA NpaBaMy MOMb30BATENSA, @ HE aAMUHUCTpaTOpa.
3T0 HEe MNO3BOAUT OOMbLWMHCTBY BPEAOHOCHbIX MPOrpaMM WHCTaNAMPOBaTbCA Ha TBOEM
nepcoHasibHOM KOMMbIOTEPE;

4. Ncnonb3yn aHTUBUPYCHble NMporpaMMHble MPOAYKTbl U3BECTHLIX MPOU3BOAUTENEN, C
aBTOMaTU4YecKnM obHOBNeHMEM b6a3s;

5. OrpaHunyb pusnyecknin 4oCTyn K KOMMbOTEpYy A8 MOCTOPOHHUX NuL;

6. Micnonb3yn BHELWHWE HOCUTENN MHGOpPMaUnn, Takme Kak dnewka, oguck nnan gann ums
WHTEepHeTa, TOJIbKO M3 MPOBEPEHHbIX MCTOYHUKOB;

7. He oTKpblBail KOMMblOTEPHblE (annbl, NOMYYEHHbIE U3 HEHAAEXHbIX MCTOYHUKOB.
Jaxe Te dannbl, KOTOpble Npucnan TBOW 3HAKOMbIN. Jlyylle yTOYHU Y HEro, oTrnpasnsa n OH
Tebe nx.

Cern WI-FI

Wi-Fi - 2TO He BMA nepefayvn AaHHbIX, HE TEXHONOrns, a Bcero nuuwb 6peHa, Mmapka. Ewe
B 1991 roay HuaepnaHAckas KoMnaHusa 3apeructpupoBana 6peHa "WECA", yto o6o3Hauvano
cnoBoco4yeTaHume "Wireless Fidelity", koTopbin nepeBoanTca Kak "6ecnpoBogHas TOYHOCTL".

Jo Hawero BpeMeHM powna Aapyras abbpesuaTypa, KOTOopas SBASETCA TakKoM Xe
TexHonornen. 3to abbpesunatypa "Wi-Fi". Takoe Ha3BaHue 6b1S10 4@aHO C HAMEKOM Ha CTaHAapT
BbICLLUEN 3BYKOBOM TeXHUKK Hi-Fi, uTo B nepeBoae o3HayaeT "BbiCcOKas TOYHOCTbL".

[a, 6ecnnaTHbIA MHTEPHET-AO0CTYN B Kade, oTensax M asponopTax SABASETCS OT/IMYHOMN
BO3MOXHOCTbIO BbIX0Aa B MHTEPHET. HO MHOrMe aKkcnepTbl cumTatoT, YTo obuwenoctynHbie Wi-
Fi ceTn He aBnsaoTca 6e30nmacHbIMU.

CoBeTbl No 6e3onacHocTn paboTbl B 06wenocTynHbix cetax Wi-fi:

1. He nepepaBain cBOK nUYHYHO WHGoOpMauuto 4eped obwepocTtynHble Wi-Fi ceTu.
PaboTas B HUX, XenaTenbHO HE BBOAMTb NAposin AOCTyNa, JIOTUHbI U Kakue-TO HOMEpa;

2. Ncnonb3yin n obHOBNSAI aHTUBUPYCHble NporpaMmbl 1 6paHaMayep. TeM caMbiM Thbl
obe3zonacmuwb cebs oT 3aKaukm BUpyCa Ha TBOE YCTPOMUCTBO;

3. Mpu wncnonb3osaHun Wi-Fi oTknoum dyHkumo "O6wmin goctyn Kk dainnam u
npuHtepam". JaHHasa QyHKUMS 3aKpbiTa NO YMOMNYaHUIO, OAHAKO HEKOTOpble Mofib3oBaTenu
aKTUBUPYIOT ee Ang yaobcrea ncnonb3oBaHusa B pabote nnm ydebe;



4. He wcnonb3yn nybnuunbii WI-FI aona nepegaydn nMYHbIX AaHHbIX, Hanpumep ans
BbIX0Aa B couManbHble CETU UNN B 3NIEKTPOHHYIO MOYTY;

5. Ucnonb3yi TOAbKO 3awumuieHHoe coeauHeHne yepe3s HTTPS, a He HTTP, T.e. npu
Habope Beb-aapeca BBoan uMeHHo "https://";

6. B Mo6bunbHOM TenedoHe oTkaoum dyHkumio "MoakntodyeHne k Wi-Fi aBTomatnyeckun”.

He nonyckaii aBToMaTM4eCKOro nNoakto4YeHns yCcTpoicTea K cetam Wi-Fi 6e3 TBoero cornacusl.
CounuajbHble ceTH

CoumanbHble CeTU aKTUBHO BXOAAT B HAWy XXW3Hb, MHOrMe ntoan pabotatoT 1 XMBYT TaM
NnocTosHHO, a B Facebook yxe 3aperucrtpmpoBaH Munnunapg 4YenoBeK, YTO ABMSETCS OOHOM
ceAbMOI BCeX XuTenen nnaHetbl. MHOrMe nonb3oBaTesniM He MOHMMAKT, 4YTO MHbOpMaums,
pa3MelleHHas UMW B CoLManbHbIX CETAX, MOXET ObiTb HalAeHa M UCNONb30BaHa KEM YyrogHo,
B TOM 4ncne He obasatenbHoO ¢ 61arMMm HaMepeHusaMu.

OcHoOBHble coBeTbl N0 6€30MacHOCTN B COLUMANbHbIX CETAX:

1. OrpaHunub cnucok apysen. Y Teba B ApPy3bsAX HE AO/HKHO OblTb ClydanHbIX W
HEe3HaKOMbIX NI0AEN;

2. 3awmwan cBOK YacTHYK XM3Hb. He ykasbiBahi naponu, TtenedoHbl, agpeca, AaTy
TBOEro poXaeHuna n Apyryro JIMYHYHO VIHdJOpMaLJ,VI}O. 3J'IOYMbILIJJ'IeHHVIKVI MOryT MCcnonb30BaTb
Aaxke nHdopMaumto 0 TOM, Kak Tbl U1 TBOM POAUTENM MNIaHMPYeTe NMPOBECTU KaHUKYbI;

3. 3awumiian cBo penyTauuto - AEPXKN ee B YNCTOTE U 3aaaBali cebe Bonpoc: xoTen Obl
Tbl, UTOBbI ApYyrMe NoNb30oBaTENN BUAEAN, YTO Tbl 3arpyxaews? MNogyMan, npexane 4Yem 4yto-To
onybnmnkoBaTb, HanMcaTb U 3arpy3uTb;

4. Ecnu Tbl roBOpULb C NTIOAbMWU, KOTOPbIX HE 3HAaELllb, HE UCMNOJb3Yi CBOE peasnibHoe UMs
N ApYryto TUYHYO MHDOPMaUNN: UMS, MECTO XUTENbCTBA, MECTo y4ebbl U Npoyee;

5. N36eramn pasmeweHns dotorpadpun B MIHTEpHETE, rae Tbl N306pa>eH Ha MEeCTHOCTH,
No KOTOPOI MOXHO OMnpeaesnTb TBOE MECTOMOJIOXEHME;

6. MNpwn perncrtpaumu B coumanbHON ceTu HeobXoaMMO MCMONb30BaTb C/I0XHbIE NAapou,
cocrosawme n3 6ykB n Lndp U C KONMYECTBOM 3HAKOB He MeHee 8;

7. Ona coumanbHOW CeTWU, NoYTbl U APYrMX CaTOB HEO6XOAMMO MCMNOMb30BaTb pasHble
naponu. Toraa ecnu Teb6s B3/10MAOT, TO 3/1I0YMbILWAEHHUKN NOAyYaT AOCTYMN TONbKO K OAHOMY
MEecTy, a He BO BCe cpa3sy.

JJIeKTPOHHbIE JeHbI'H

DNEeKTPOHHbIE AEHbIM - 3TO O4YeHb YAOOHbLIN cnocob nnaTtexen, OoAHaAKO CYLWECTBYIOT

MOLUEHHMKWN, KOTOPbIE XOTAT NONYYUTb 3TU AEHbLIU.

DNEKTPOHHbIE AEHbMM MOSBUINCL COBCEM HENABHO U MMEHHO WM3-3a 3TOr0 BO MHOMUX
rocyZlapcTtBax [0 CUX Mop He NMPOMMUCaAHO NPO HUX B 3aKOHaX.

B Poccum e oHM YHKLMOHMPYIOT M O HUX yXKe NMPOMNMCcaHo B 3aKOHe, rae X pasaensioT
Ha HECKO/IbKO BMAOB - @aHOHWMHbIE U HE @QHOHMMHble. PasHMUA B TOM, YTO @aHOHMMHbIE - 3TO
Te, B KOTOpbIX pa3pellaeTcs NpoBOAUTb onepaumn 6e3 maeHtTudukaumm nonb3osBaTens, a B
HEeaHOHMMHbIX MAEHTUdMKALKNS NoNb30BaTeNs SBASeTCs 06s93aTeNbHOMN.

Takxxe cnepyeT pasnuyaTtb 3MEKTPOHHble duaTHble AeHbru (paBHbl rOCYAAapPCTBEHHbIM
BaNOTaM) N 3NEKTPOHHbIE HedUMaTHble AeHbIMN (He paBHbl FOCYAAPCTBEHHLIM BanoTaMm).

OcHoBHble coBeTbl N0 6e30nacHom pa60Te C SN1EKTPOHHbLIMU AE€HbraMu:

1. MpuBsxun K cyeTy MOBMNbHBLIN TenedoH. DTO caMblit yAO6HbIN M BbICTpbIN cnocob
BOCCTAHOBUTb AOCTYyNn K cueTy. [puBsA3aHHbIn TenedoH noOMoxeT, ecnm 3abypewb CBOM
naaTeXHbI Naponb UaK 3akgellb Ha CalnT C HE3HAaKOMOro yCTPOIMCTBa;



2. Wcnonb3yit ogHopa3oBble naponu. MNocne nepexoaa Ha yCUEHHY aBTopu3auuio Tebe
yXe He 6yaeT yrpoXaTb OMacHOCTb KpaXKu WM rnepexsaTa niaTexHoro napons;

3. Bbibepu cnoxHbli naponb. MpectynHukam 6yaeTt He NpoOCTo yragaTh CNOXHbIM Naponb.
HaaexHble naponu - 3To NaposiM, KOTOpble CoAepXXaT He MeHee 8 3HaKOB M BKJIHOYAKT B cebs
CTPOYHbIE M MPOMUCHbIe ByKBbI, LMDPbI U HECKONMBKO CMMBOJIOB, TakMe KakK 3HaK posnnapa,
¢dyHTa, BOCKIMUATENbHbIM 3HaK 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAW CBOW NIMYHbIE AaHHble Ha CalTaxX, KOTOPbIM HE AOBepsielb.
3JIeKTp0HHaH mnmourtra
DneKTPOHHasi NoYTa - 3TO TEXHONIOIMS N NpeaoCcTaB/ISeEMble €0 YCNYrM No nepecblike u
MONYYEHUID 3NEKTPOHHbIX COO6LWEHMN, KOTOpble pacrnpeaensitoTtcss B KOMMbIOTEPHOM CETWU.
O6bluHO 3/IEKTPOHHbIN MOYTOBbIN AWNK BbIMAANT cneayrowmm obpazom:
MMS_nosib3oBaTtena@umsa_aomeHa. Takxe KpoMe nepegadnm MNpoCTOro TeKkCTa, WMeeTcs
BO3MOXHOCTb nepegasaTtb dansibl.

OcHoBHble coBeTbl N0 6e3onacHon paboTe C 3NEKTPOHHOW MNOYTOMN:

1. Hapo BbibpaTb NpaBusibHbIA NOYTOBLIN CEpPBUC. B MHTepHeTe eCTb OrpoOMHbIA BbI6OP
6ecnnaTHbIX NOYTOBbIX CEPBMUCOB, OAHAKO fyylle A0BEePATb TEM, KOro 3HaELb N KTO NEPBbLIN B
penTuHre;

2. He yka3biBalhi B JIMYHOW MouyTe JINYHYIO MHGopMauuto. Hanpumep, nydwe Bbi6paTb
"My3blKanbHbIN_daHaT@" nnun "pok2013" BmecTo "Temal3l";

3. cnonb3yn ABYyX3TanHyl aBTOpM3auuio. DTO Koraa rnoMmMMo Mapofs HY>HO BBOAUTb
Ko, Npucbinaemsln no SMS;

4. Bblbepn CnoxHbil naponb. OAs KaxXaoro Mno4yToBOro siWmMKa A[osikeH 6biTb CBOM
HaAEeXHbIN, YCTOMUYMBBIN K B3NIOMY Naponb;

5. EcnvM ecTb BO3MOXHOCTb HamucaTb CaMOMy CBOW JINYHbIA BOMPOC, MCMO/b3yi 3Ty
BO3MOXHOCTb;

6. WNcnonb3yi HeCKONbKO MOYTOBbIX AWMKOB. [lepBblii AN YACTHOM MNepernuckn ¢
aZpecaTtaMu, KOTOPbIM Tbl AOBepsielb. DTO 3/EKTPOHHbIN aapec He HaAo MCMNOMb30BaTb NpuU
perucTpaumm Ha popyMax u cantax;

7. He oTkpbiBan annbl u gpyrme BAoXeHus B NMCbMax, Aaxe eCciv OHU NPULLAN OT TBOUX
Apy3en. Jlydwe yToYHM y HUX, OTNPaBasan nm oHn tebe atn dannol;

8. Nocne okoHYaHUg paboTbl HA NOYTOBOM CepBUCE Mepes 3aKpbiTUEM BKIAAKN C CaUTOM
He 3abyab HaxaTb Ha "BbinTn".
KubepOy1iuHr N BUPTYaIbHOE M3/1eBaTe1bCTBO
KnbepbynnmHr - npecnegoBaHMe cooblleHusMK, copepXaluMmu ockopbneHus,
arpeccuvio, 3anyrmBaHue; XynamraHcTeo; counanbHoe 60MKOTUpOBaHME C MOMOLLbIO Pa3INYHbIX
WHTEpPHET-CepBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ kKMbepbynnmHrom:

1. He 6pocaiica B 6on. Jlyywmin cnocob: nocoBeToBaTbCs Kak cebs BeCcTU M, ecnu HeT
TOro, K KOMY MOXHO 06paTVITbCF|, TO BHa4yane YCNnOKOUTbCA. Ecnn Tbl HadyHewb oOTBeYaTb
ockopbneHnsaMn Ha ockopbneHuns, To ToNbKo elle 6onblle pa3oxxkelb KOHMINKT;

2. YnpaBnsmn cBoen knbeppenyTtaumen;

3. AHOHMMHOCTb B ceTU MHMMas. CylecTBYIT Cnocobbl BbISCHUTb, KTO CTOUT 3a
AHOHVMHbIM aKKayHTOM;

4. He cTOuUT BECTU XYNUraHCKuii obpas BUPTyasbHOW XU3HU. NHTepHeT pukcnpyet Bce
TBOW AENCTBUS U COXpaHseT ux. Yaanutb ux 6yaeT KkpanHe 3aTpyAHUTENbHO;



5. Cobntopan cBOK BMPTYyasbHYO YeCTb CMOSOAY;

6. UrHopupyh eagnHn4HbIN Heratne. OAHOpPa30Bble OCKOPbUTENbHbIE COOOLLEHNS NyyLle
nrHopumpoBaTtb. O6bIYHO arpeccus npekpalwiaeTcss Ha HadanbHOW CTagumn;

7. baH arpeccopa. B nporpamMmmax obMeHa MFHOBEHHbLIMKU COO6LWEHMNSIMU, B COLMANIbHbIX
CeTsAX eCTb BO3MOXHOCTb 6/IOKMPOBKM OTMNPaBKM COOBLLEHMI C OnpeaesieHHbIX aApecos;

8. Ecam Tbl cBuagetenb kubepbynnuHra. TBOM AEWCTBUSA: BbLICTYNMUTb MNPOTUB
npecnenoBaTensl, nokasaTb €My, YTO ero AeWCTBMSA OLEHMBAKTCA HeraTMBHO, noadep’kaTtb
XXEepTBY, KOTOPOM HYyXHa MNCUXosiorMyeckass nomouwb, coobwmTb B3poCnbiM O dakTe
arpeccMBHOro NOBEAEHUS B CETU.

MoOuwibHblii TesegoH

CoBpeMeHHble cMapTdOHbl M nAaHweTbl cogepxaTt B cebe BRoMHE B3poOCbli
(yHKUMOHaN, M Tenepb OHW MOryT KOHKYPMPOBaTb CO CTAaUMOHAPHbLIMKM KOMMbHTEPAMMW.
OpHako, CpeacTB 3aWMThl 418 NoA06HbIX YCTPOWCTB NOKa O4eHb Maso. TecTupoBaHmMe U NOUCK
YSI3BMMOCTEN B HUX MPOUCXOAUT He TakK MHTEHCUBHO, Kak ansa MK, To ke camoe KacaeTtcsa u
MOB6UABHbBIX MPUIOXKEHNIA.

CoBpeMeHHble MObubHble Bpay3epbl y)Ke NpakTUYeCKn AO0rHaaAn HacTO/IbHbIE aHaorum,
OAHaKo pacwupeHne dyHKUMOHana BneyeT 3a coboi 60Mbly CMOXHOCTbD WM MEHbLIYHO
3aLUMNLLEHHOCTD.

[aneko He BCe NpOM3BOAMTENN BbINMYCKalOT OOHOBMEHUS, 3aKpblBaloWMe KpUTUYecKue
YA3BMMOCTM A5t CBOMX YCTPOMCTB.

OcHoBHble coBeTbl A1 6e30NacHOCTU MObUNbLHOrO TenedoHa:

Huuero He saBNsieTca no-HacTosweMy 6ecnnaTtHbiM. Byab ocTopoXeH, Beab koraa Tebe
npeanaratoT 6ecniaTHbIi KOHTEHT, B HEM MOTYT 6bITb CKPbITbl KaKMe-To MiaTHbIE YCIYTu;

Oymaii, npexae yem oTnpaBuTb SMS, @0oTO nnn BUAEO. Tbl TOYHO 3HAELWWb, FAE OHM ByayT
B KOHEYHOM uTore?

Heobxoanmo 06HOBMATL ONepaLMOHHYIO CUCTEMY TBOEro CMapTdoHa;
Ncnonb3yi aHTUBUPYCHbIE MporpamMmMbl 4158 MOBUbHbBIX TenedhOoHOB;

He 3arpyxal npunoXxeHust oT HEM3BECTHOrO0 WCTOYHWKA, BeAb OHWM MOFYT COAEpXaTb
BPeAOHOCHOE NporpaMMHoe obecrneyeHune;

Mocne Toro Kak Tbl BblAelwb C cauTa, rae BBOAWA NUYHYO MHbOpMauuio, 3anan B
HacTponku bpay3sepa n yaanu cookies;

Mepunopmyeckn NpoBepsiii, Kakne NaaTHble yCiyrM akTUBMPOBaHbI Ha TBOEM HOMEpE;

[asaln cBolh HoMep MObuIbHOro TenedoHa TOAbKO JIOASAM, KOTOPbIX Thbl 3HAaELWb U KOMY
AoBepsielb;

Bluetooth gosnkeH 6bITb BbIK/IKOYEH, KOrAa Thl UM He Nonb3yelwbcs. He 3abbiBai nHorga

npoBepsATb 3TO.
Online urpsei

CoBpeMeHHble OHNAWH-Urpbl - 3TO KpacCO4Hble, 3axBaTbiBaloOLWMe pa3BnevYeHus,
obbeamHsaOWME COTHU ThiCAY YenoBeK No BceMy MuUpy. Nrpokn nccnepyroT AaHHbIA UM MuUp,
obLwatoTcsa gpyr C APYyroMm, BbIMOSHSAOT 3a4aHuMsl, CpaXakTcs C MOHCTPaMM M NOAy4alT OnbIT.
3a yAOBONILCTBME OHM MNATAT: MOKyNakT AUCK, onslaymBatoT aboOHEMEHT unu npuobpeTatoT
KaKkmne-To onuuu.

Bce aTu cpeactBa uayT Ha MoaAepXaHWe M pasBUTUE WUMPbl, @ TaKXe Ha camy
6€30MacHOCTb: COBEpPLUEHCTBYIOTCA CUCTEMbI aBTOPU3alMKM, BbIMYCKAOTCA HOBblE MaTuM
(uMdpoBble 3annaTku 4N NporpaMM), 3aKpbiBaOTCA YS3BMMOCTU CEPBEPOB.



B noaobHbix nrpax CTouT onacaTtbCA HE CTOJZIbKO CBOUX COMNEPHUKOB, CKOJIbKO KpaXwu
TBOEro naponisda, Ha KOTOpoM OCHOBaHa CUCTEMa aBTOpuU3auunn 60/bLWINHCTBA nurp.

OcHoBHble coBeTbl N0 6€30MNacHOCTN TBOEro MIrpoBOro akkayHTa:

1. Ecnm gpyron urpok Beget cebs nioxo wan cospaet Tebe HenpuaTHOCTU, 3abnoknpyii
€ro B CMMCKe UrpoKoB;

2. NMoxanyics aaMMHUCTpaTopaM Mrpbl Ha NJ0X0e NoBeAeHNe 3TOro Urpoka, XenartesnbHo
NPUIOXUTb KaKue-To 10Ka3aTebCTBa B BU/E CKPUHOB;

3. He ykasbiBal nnuHy0 nHdopMauuto B npodaine nrpbl;
4. YBaxkail Apyrnx y4acTHUKOB MO Urpe;

5. He ycTtaHaBnueali HeoduumnanbHblie NaTym U MOAbI;

6. cnonb3yi CNoXHble N pa3Hble Naponu;

7. Oaxe BO BpeMS Urpbl HE CTOUT OTKAKOYaTb aHTUBUpYC. lMoka Tbl urpaewb, TBOM
KOMMNbOTEP MOTYT 3apa3unTb.
@OumuHr 1IN Kpaika JUIHbIX JaHHbIX
O6bIYHOM Kpaxel AeHer U AOKYMEHTOB CeroAHsa Y)Xe HUKOro He yaAuMBUlLb, HO C
pPasBUTUEM WHTEPHET-TEXHONIOTUA  3MI0YMbIWIEHHUKMN TMEepPeMecTUIuCb B  UWHTEPHET, U
MpPoOAO/IKAT 3aHMMaTbCsa "nobumbiIM" genom.

Tak nosiBUNacb HOBasi yrpo3a: MHTEPHET-MOLIEHHMYECTBA MU (DULLMHI, rNaBHas Lesb
KOTOPOIro COCtTouUT B MNojay4vYeHunm KOHCI)VILI,eHLl,VIaJ'IbeIX AAHHbIX NnoJsib30BaTeNEeN - JIOTUHOB U
naponen. Ha anrnuiickom a3bike phishing untaetcsa kak ¢duwuHr (ot fishing - peibHas noens,
password - naponb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULIMHIOM:

1. Cnean 3a CcBOMM akkayHTOM. Ecnum Tbl nopo3peBaellb, 4YTO TBOS aHkeTa 6bina
B3/I0MaHa, To Heobxoanmo 3abnokMpoBaTb €€ n CoobLWUTb aAMUHUCTpaTOpaM pecypca 06 3ToM
KaK MOXHO cKkopee;

2. Nicnonb3ymn 6e3onacHbie Be6-calTbl, B TOM UMNC/€, UHTEPHET-MarasanHoOB M NMONCKOBbIX
cucTemM;

3. Mcnonb3yi CnoxHble U pasHble naponun. TakuMm obpasoM, ecnn Teba B3/oMatoT, TO
3/10YMBbILLJIEHHUKW NONYyYaT AOCTYN TO/IbKO K OJHOMY TBOEMY MPOMUIO B CETU, @ HE KO BCEM;

4. Ecnu Tebsa B3nomanu, To Heo6xoaMMO NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble
nobasneHbl y Tebs B ApYy3bsX, 0 TOM, 4TO Tebs B3/lIOManm 1, BO3MOXHO, OT TBOEro UMeHun byaet
paccbliaTbCsa Ccrnam M CCblIKM Ha PULLMHIOBbIE CalThbl;

5. YctaHoBu HagexHbit naponb (PIN) Ha MO6UNbHLIN TenedoH;
6. OTKO4UM coxpaHeHne napons B 6paysepe;

7. He oTkpblBai annbl n gpyrue BloXeHus B NMCbMax, AaXKe ec/iv OHU MPULLNKU OT TBOUX
Apy3ei. Jlydiwe yToYHN Yy HUX, OTNpaBasan nm oHu Tebe aTn dannsbl.
Iu¢posas penyranus
UndpoBas penyTtaumsa - 3T0 HeraTMBHas WM NO3UTMBHasa MHGopMaumsa B ceTn o Tebe.
KoMmnpomeTupytowas nHpopmaums, pasMelleHHas B MHTEPHETe, MOXeT Cepbe3HbiM 0bpa3om
OTpasuTbCs Ha TBOEW peanbHON XM3HW. "Undposas penytaumsa” - 370 TBOM UMUAXK, KOTOPbIN
dopmMumpyeTca n3s nHpopmauum o Tebe B MHTEPHETE.

TBOE MeCTO XUTeNbCTBa, y4ebbl, TBOe (DMHAHCOBOE MONOXeHNE, 0CO6EHHOCTM XapaKTepa
M pacckasbl 0 6/IM3KNX - BCE 3TO HAKanJIMBaEeTCs B CETU.



MHoOrne NoApoCTKN NErkoMbICIEHHO OTHOCATCS K Nyb6aukKauuMu nn4YHOM uHgopmauunm B
NHTepHeTe, HEe NMOHMMas BO3MOXHbIX NOCNeACTBMA. Tbl AaXe He CMOXelb AoragaTtbCs O TOM,
yto doTorpadmsl, pasmelleHHas 5 fieT Haslag, CTasa NPUUYMHOW OTKasa MPUHATH Tebsa Ha
paboTy.

KoMMeHTapuu, pa3melleHune Tsonx oTtorpaduin n apyrme AencTena MoryT He NCYE3HYTb
AaXxe nocne Toro, Kak Tbl UX yaanuwb. Tbl HE 3Haelwb, KTO COXpaHwi 3Ty uHdbopMaumio,
nornanaa sin oHa B NMOWUCKOBbIE CUCTEMbI M COXPaHWIACb SIM OHa, a r1aBHOE: YTO MOAYMAKT O
Tebe oOKpy)Xawline nau, KOTopble HANAyT U yBUAAT 3T0. Hantm nHdopmauunto MHOro ner
CNyCTS CMOXET /1t0b0on - Kak n3 fobpbix NobyXAEHWUI, TaK U1 C HAMEPEHMEM MPUYNHUTDL BPea.
OTO MOXET 6bITb KTO YrOAHO.

OcCHOBHble CcOBEeTbl MO 3awmTe LMdpPoBOM penyTaunm:

1. Moayman, npexae 4yeM 4yTo-TO NybnmMKoBaTb M nepedaBaTb y cebs B 6nore wanm B
coumanbHoOM ceTu;

2. B HacTponkax npodunsa ycTaHOBM OrpaHUYEHUs Ha NMPOCMOTP TBOEro npodunsa n ero
COAEepPXNMOro, caenam ero Tonbko "anga apysen”;

3. He pasmMewwan n He ykasbiBan MHPOPpMaUNIO, KOTOpas MOXET KOro-nnbo ockopbnste
nnum obumxaTb.
ABTOpCKoOe paBo
CoBpeMeHHbI€e LWKOSIbHUKN - aKTUBHbIe NoJsib30BaTeNN LMdpoBoro npoctpaHcTea. OgHako
[aNeKo He BCe 3HAlOT, YTO NOJSIb30BaHME MHOMMMM BO3MOXHOCTAMM UMdpoBoro mmpa Tpebyert
cobnoaeHns npae Ha MHTENIeKTyanbHY0 COBCTBEHHOCTD.

TepMuUH "WHTeNnnekTyalbHass COOBCTBEHHOCTb" OTHOCUTCA K pPa3/InYHbIM TBOPEHUAM
yeslIoBeYeCcKoro ymMma, HaumHas C HoBbIX U306peTeHnin U 3HaKOB, 0603HaYalLWMX CO6CTBEHHOCTb
Ha nNpoaAyKTbl W YCAyrm, W 3akaHumBass KHuramm, dotorpadmsimm, KuHodUNIbMaMuU u
MY3blKa/bHbIMU NPOU3BEAEHUSMU.

ABTOpPCKME MpaBa - 3TO NpaBa Ha MHTENNEKTYaNbHYO COBCTBEHHOCTb HA NPOM3BEAEHMNS
HayKn, nuTepaTypbl M UCKycCTBa. ABTOPCKME MpaBa BbICTYMNalOT B KayeCTBE rapaHTuMm TOro,
UTO WHTEeNNeKTyalbHbI/TBOPYECKNn Tpya asTopa He 6yaeT HanpacHbiM, JacT eMmy
cnpaBeanMBble BO3MOXHOCTM 3apaboTaTb Ha pe3ysbTaTaX CBOEero Tpyaa, Nony4ynTb
M3BECTHOCTb WM Mpu3HaHue. HUKTO 6e3 pa3pelleHns aBTOpa HE MOXET BOCMNPOU3BOAUTb €ro
npousseaeHne, pacnpocTpaHsaTb, NybanMYHO AEMOHCTpUpoBaTb, NpoAaBaTb, UMMOPTMPOBATh,
nyckaTb B NpokaT, Ny6/IMYHO UCMONMHATbL, NOKa3biBaTb/UCNONHATL B 3Upe UM pasMellaTb B
NHTepHeTe.

Ncnonb3oBaHue "nupaTckoro" nporpaMMHOro obecrnedyeHmns MOXeET MPUBECTU K MHOMUM
pucKaM: OT MOTepWM AaHHbIX K TBOMM akkKayHTaMm A0 6/10KMPOBKM TBOEro YCTpOWCTBa, rae
yCTaHoBfleHa HefneranbHasa nporpamma. He cTtouT Takxke 3abblBaTb, UTO CyLECTBYIOT
neranbHble N 6ecnnaTHble NPOrpaMmMbl, KOTOPbIE MOXXHO HaMTU B CETWU.

O noprane

CeTeBMYOK.pd - TBOM rNaBHbIA COBETUYMK B CETU. 34eCb Thbl MOXEWb Y3HaTb O
6e30nacHOCTM B CETU MOHATHBLIM N AOCTYMHbIM S3bIKOM, @ NMPU BO3HUKHOBEHUU KPUTUYECKOWN
cuTyauum obpaTtuUTbCA 3a COBETOM. A TakKXe MPUHATb ydacTue B KOHKypcCax M CTaTb CaMbIM
uMdpoBbLIM rpa)kaaHMHOM!



